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1.0 Products

1.1 Software

1.1.1 Web Server Operator INterface
A. Description: Operator Interface Via Web Browser

The control system shall be as shown and consist of a high-speed, peer-to-peer network of DDC controllers and a stand alone web server operator interface. Depict each mechanical system and building floor plan by a point-and-click graphic. A web server shall gather data from this system and generate web pages accessible through a conventional web browser on each PC connected to the network. Operators shall be able to perform all normal operator functions through the web browser interface.  Operators with sufficient access level shall have an ability to make changes to all system and equipment graphics in the web server in addition to having full DDC system access to make configuration changes to the control system. Any tools required for making graphic changes shall be provided with web server. 

B. Operator Interface

1. Furnish one Web server interface as shown on the system drawings. Operators shall be able to access all necessary operational information in the DDC system via client computer utilizing IE web browser. Client computer and IE web browsing software shall not be furnished under this section. 
2. Web server shall connect via the LAN and be able to simultaneously serve up controller information to multiple operators connected via LAN with IE web browsers.  Each client web browser connected to server shall be able to access all system information.

3. Web server shall be compatible with Wireless Access Protocol (WAP) enabled cellular telephone or personal digital assistant (PDA). The PDA/WAP interface may be text-based and shall provide a summary of the most important data. 
4. With the use of a remote SMTP email server the operators interface web server shall be able to notify personnel of an alarm or record information about an alarm in the DDC system.
C. Web Server Hardware:

Furnish one compact web server with Ethernet port for LAN or direct operator client computer access. The web server shall be capable of communicating to the peer to peer DDC controller network. Any required installation or commissioning software shall be pre-installed on the web server. Installation or commissioning of the web server shall be done through a client computer with a standard web browser. 

D. Web Browser Interaction

1. The web server shall be capable of providing the operator, at a client web browser, with both tabular and graphical pages of all controller data. An operator with the proper password level shall be able to change setpoint and occupancy schedules or override points and remove overrides.  Dynamic objects shall include analog and binary values, dynamic text, static text, and animation files. Graphics shall have the ability to show animation based on the status of the object, and allow point-and-click user interaction to make changes to the object.
2. Custom Graphics: The user shall have an ability to customize web server graphics. Custom graphics may be created with the use of graphics generation software. Any graphics generation software required to make these changes shall be provided with the web server. 
3. Graphics Library: Furnish a library of standard HVAC equipment graphics such as chillers, boilers, air handlers, terminals, fan coils, and unit ventilators. The library shall be furnished in a file format compatible with the graphics generation software program. Upon connection to the controls system the web server shall have the capability to learn the controls system and automatically present default web pages with graphics for each controller found. 
4. Alarms. An operator shall be able to access a tabular listing of the system’s most recent alarm messages from a standard web browser. This listing shall allow the operator to manage the alarms and acknowledge, print, delete and hyperlink to trouble areas.
5. Display Information. An operator shall have the capability to perform setup of the web server from a standard web browser. Setup shall include learning new controllers that are added to the controls system, and being able to fully configure the new controller.
E. Performance Standards

System shall conform to the following minimum standards over network connections. 

5. Graphic Display. A graphic with 20 dynamic points shall display with current data within 10 sec.


6. Graphic Refresh. A graphic with 20 dynamic points shall automatically refresh every 10 sec.


7. Configuration and Tuning Screens. Screens used for configuring, calibrating, or tuning points, PID loops, and similar control logic shall automatically refresh within 10 sec. 


8. Object Command. Devices shall react to command of a binary object within 2 sec. Devices shall begin reacting to command of an analog object within 2 sec.


9. Alarm Response Time. An object that goes into alarm shall be annunciated at the web browser within 15 sec.


F. Operator Functions 

Operator interface shall allow each authorized operator to execute the following functions as a minimum: 

10. Log In and Log Out. System shall require user name and password to log in to operator interface.


11. Point-and-click Navigation. Operator interface shall be graphically based and shall allow operators to access entire DDC system using a graphical point-and-click navigation.


12. View and Adjust Equipment Properties. Operators shall be able to view controlled equipment status and to adjust operating parameters such as setpoints, PID gains, on and off controls, and sensor calibration.


13. View and Adjust Operating Schedules. Operators shall be able to view scheduled operating hours of each schedulable piece of equipment on a weekly or monthly calendar-based graphical schedule display, to select and adjust each schedule and time period, and to simultaneously schedule related equipment. System shall clearly show exception schedules and holidays on the schedule display.


14. View and Respond to Alarms. Operators shall be able to view a list of currently active system alarms, to acknowledge each alarm, and to clear (delete) unneeded alarms. Remote users shall be able to receive alarms via emails or cell phone text messages. 


15. View and Configure Trends. Operators shall be able to view a trend graph of each trended point and to edit graph configuration to display a specific time period or data range. Operator shall be able to create custom trend graphs to display on the same page data from multiple trended points.


16. View and Configure Reports. Operators shall be able to run preconfigured reports, to view report results, and to customize report configuration to show data of interest.

17. Manage Control System Hardware. Operators shall be able to view controller status and download new control modifications to each controller.


18. Manage Operator Access. Typically, only a few operators are authorized to manage operator access. Authorized operators shall be able to view a list of operators with system access and of functions they can perform while logged in. Operators shall be able to add operators, to delete operators, and to edit operator function authorization. Administrators of the system shall be able to authorize each operator function separately.
G. System Software 

19. Operating System and required software. Web server operator interface shall be a self contained web server without the need for any type of maintenance. Any required operating system or software shall be factory loaded and maintenance free. 
20. System Graphics. Operator interface shall be graphical and shall include at least one graphic per piece of equipment or occupied zone, graphics for each chilled water and hot water system, and graphics that summarize conditions on each floor of each building included in this contract. Indicate thermal comfort on floor plan summary graphics using dynamic colors to represent zone temperature relative to zone setpoint. 


a. Functionality. Graphics shall allow operator to monitor system status, to view a summary of the most important data for each controlled zone or piece of equipment, to use point-and-click navigation between zones or equipment, and to edit setpoints and other specified parameters.

b. Animation. Graphics shall be able to animate by displaying different image files for changed object status.

c. Alarm Indication. Indicate areas or equipment in an alarm condition using color or other visual indicator.

d. Format. Graphics shall be saved in an industry-standard format such as JPEG, or GIF. Web-based system graphics shall be viewable on browsers compatible with World Wide Web Consortium browser standards. Web graphic format shall require no plug-in (such as HTML and JavaScript) or shall only require widely available no-cost plug-ins (such as Active-X and Macromedia Flash).


H. System Tools

System shall provide the following functionality to authorized operators as an integral part of the operator interface or as stand-alone software programs. If furnished as part of the interface, the tool shall be available from each workstation or web browser interface. If furnished as a stand-alone program, software shall be installable on standard Windows compatible PCs with no limit on the number of copies that can be installed under the system license.

21. Automatic System Database Configuration. Each web server shall store on its hard disk a copy of the current system database. Stored database shall be easily updated with each system configuration or controller firmware or software change.


22. Controller Configuration. Operators shall be able to modify configuration for each controller in the system.


23. System Configuration. Operators shall be able to configure the system.


24. Online Help. Context-sensitive online help for each tool shall assist operators in operating and editing the system.


25. Security. System shall require a user name and password to view, edit, add, or delete data. 

e. Operator Access. Each user name and password combination shall define accessible viewing, editing, adding, and deleting functions in each system application, editor, and object. 

f. Automatic Log Out. Automatically log out each operator if no keyboard or mouse activity is detected. Operators shall be able to adjust automatic log out delay. 

g. Encrypted Security Data. Store system security data including operator passwords in an encrypted format. System shall not display operator passwords. 


26. System Diagnostics. System shall automatically monitor controller and I/O point operation. System shall annunciate controller failure and I/O point locking (manual overriding to a fixed value).


27. Alarm Processing. System input and status objects shall be configurable to alarm on departing from and on returning to normal state. Operator shall be able to enable or disable each alarm and to configure alarm limits, alarm limit differentials, alarm states, and alarm reactions for each system object. Configure and enable alarm points as specified in Points List. 

28. Alarm Messages. Alarm messages shall use an English language descriptor without acronyms or mnemonics to describe alarm source, location, and nature.


29. Alarm Reactions. Operator shall be able to configure (by object) actions that the workstation or web server shall initiate on receipt of each alarm. As a minimum, workstation or web server shall be able to log, print, display messages, send e-mail, send page, and audibly annunciate.


30. Alarm Maintenance. Operators shall be able to view system alarms and changes of state chronologically, to acknowledge and delete alarms, and to archive closed alarms to the workstation or web server hard disk from each workstation or web browser interface.


31. Trend Configuration. Operator shall be able to configure trend sample interval, start time, and stop time for each system data object and shall be able to retrieve data for use in spreadsheets and standard database programs. Operator may alternately choose to sample trends on COV change of value), instead of at a fixed interval. Controller shall sample and store trend data and shall be able to archive data to the hard disk. Configure trends as specified in Points List. 


32. Object and Property Status and Control. Operator shall be able to view, and to edit if applicable, the status of each system object and property by menu or on graphics.


33. Reports and Logs. Operator shall be able to select, to modify, to create, and to print reports and logs. Operator shall be able to store report data in a format accessible by standard spreadsheet and word processing programs.


34. Standard Reports. Furnish the following standard system reports: 

h. Reports shall be filtered based upon the selected equipment.
i. Alarm Reports

· Alarm Summary - Current alarms
· Alarm Sources – List of equipment and associated alarm conditions

· Alarm Actions – Configured alarm actions such as e-mail and alarm pop-up

j. Schedule Reports

· Effective Schedules – Displays effective schedules for each equipment

· Schedule Instances – Displays all schedules entered

k. Security Reports – Maintains audit of all actions taken through user interface

l. Commissioning Reports – Provide equipment checkout status and notes

m. Equipment Reports – Provide reports showing trended points and available network points

35. Custom Reports. Operator shall be able to create custom reports that retrieve data, including archived trend data from the system, and then organize the data and present results in tabular or graphical format. Reports shall be launched from the operator interface. 


36. Graphics Generation. Graphically based tools and documentation shall allow Operator to edit system graphics, to create graphics, and to integrate graphics into the system. Operator shall be able to add analog and binary values, dynamic text, static text, and animation files to a background graphic using a mouse.


37. Graphics Library. Complete library of standard HVAC equipment graphics shall include equipment such as chillers, boilers, air handlers, terminals, fan coils, and unit ventilators. Library shall include standard symbols for other equipment including fans, pumps, coils, valves, piping, dampers, and ductwork. Library graphic file format shall be compatible with graphics generation tools.

I. Timed override reporting (i-Vu Plus only)
38. The DDC system shall track all push button timed override events during unoccupied periods. The system shall store time of the override event and time duration for each override event. 
39. Web server shall allow operators to create custom reports detailing timed override events. Timed override reports shall allow the following options:
a. Minimum billing time. A minimum amount of time that each override event will last.
b. Billing rate. A monetary rate per hour or per minute of the override duration.
c. Exemption times. A defined block of time during each week that is exempt from detecting override events. 
d. Allowances. A dollar amount of override usage that is allowed per tenant and is given at no charge. This allowance will be subtracted from the tenant’s total override usage.
40. Web server shall allow an operator to manually generate each tenant override report on as-needed basis or allow for automatic report generation and emailing.
J. Web services data exchange (i-Vu Plus only) 
System shall support Web services data exchange with any other system that complies with XML (extensible markup language) and SOAP (simple object access protocol) standards specified by the Web Services Interoperability Organization (WS-I) Basic Profile 1.0 or higher. Web services support shall as a minimum be provided at the workstation or web server level and shall enable data to be read from or written to the DDC system. 

1. System shall support Web services read data requests by retrieving requested trend data or point values (I/O hardware points, analog value software points, or binary value software points) from any system controller or from the trend history database.

2. System shall support Web services write data request to each analog and binary object that can be edited through the system operator interface by downloading a numeric value to the specified object.

3. For read or write requests, the system shall require user name and password authentication and shall support SSL (Secure Socket Layer) or equivalent data encryption.

4. System shall support discovery through a Web services connection or shall provide a tool available through the Operator Interface that will reveal the path/identifier needed to allow a third party Web services device to read data from or write data to any object in the system which supports this service.
K. Open Protocol Communications (i-Vu Plus only)
DDC system shall allow communication to ancillary systems or controllers, such as lighting system or VFD controllers that utilize BACnet, Modbus, or LonWorks communication protocols.

1. BACnet communication

a. DDC System shall support BACnet/IP addressing as specified in ASHRAE/ANSI 135-2001, BACnet Annex J using ISO 8802-3 (Ethernet) Data Link/Physical layer protocol.

b. DDC System shall support BACnet MS/TP communications using EIA-485 twisted pair topology running at 9600, 19200, 38400, and 76800 baud.
2. Modbus communication

a. DDC System shall support Modbus RTU/ASCII communications over 
EIA-485/EIA-232 type network at 9600, 19200, 38400, and 76800 baud.
b. DDC System shall support Modbus TCP/IP communications over ISO 8802-3 (Ethernet) Data Link/Physical layer protocol.
3. LonWorks communication

a. DDC system shall support LonWorks communication utilizing ANSI/EIA-709.1 communications over FT-10A network. 
b. Communication between devices shall be via Standard Network Variable Types (SNVTs).
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